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Informatik-Baumeister

«Unter hoher Wachstumsgeschwindigkeit hat
die Informatik kein professionelles
Selbstverstiandnis entwickelt, das per se
zuverlassig und bedachte Konstruktionen zum
beruflichen Normalfall werden ldsst.»

Wolfgang Coy (1992)

13th Symposium on Privacy and Security

Technik:

Design, Implementierung und Betrieb

Funktionalitat Verschiedenes Niveau und

verschiedene Wechsel-
wirkungen:

= Teilweise wechselseitige
Schwachung

= Teilweise ist hohes Niveau
in allen Bereichen moglich

N

Daten- Daten-
sicherheit schutz

13th Symposium on Privacy and Security
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Spannungsfeld Technik < Datenschutz

e Technik-Ziel: Vermeidung von Redundanzen (und daraus
resultierenden Fehlern) in Datenbanken

e «Natlrliche» Lésung: eine weltweite Zentral-Datenbank flir
alle Informationen zu jeder Person

e Probleme:

= Begehrlichkeiten von Marketing-Abteilungen, Arbeitgeber,
Versicherungen, Kriminellen ...

= Zentraler Angriffspunkt

= Zugriffskontrolle

= Anderungen in einem Bereich: unsichtbar fiir andere?
= Einfluss des Betroffenen, wer was (iber ihn weiB?

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Spannungsfeld Technik < Datenschutz

e Technik-Ziel: mehrfach verwendbare Applikationen

e «Natdirliche» Losung: umfassende Digitalisierung,
kontextiibergreifende Identifikatoren, Interoperabilitat und
Offenheit fur vielseitige Nutzungsmdglichkeiten

e Probleme:
= Begehrlichkeiten ...
= Unkontrollierte und unkontrollierbare Verkettbarkeit
= «Funktion Creep»; Aufweichung einer Zweckbindung
= Durchsetzbarkeit von Léschen und Sperren?

13th Symposium on Privacy and Security
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Leitbildwechsel

«So wie es bisher schon einen auf Gesetze und
Konventionen gegriindeten und organisatorisch
implementierten Schutz von personenbezogenen

oder sicherheitssensiblen Daten gab,
so lasst sich dieser Schutz auch
technisch realisieren, sogar ohne dass es dazu
libergeordneter Einflussnahme bediirfte.»

Giinter R. Koch und John Favaro (1984)

13th Symposium on Privacy and Security

www.datenschutzzentrum.de

Grundbegriffe
datenschutz-
fordernder
Technik

13th Symposium on Privacy and Security
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Was sind Privacy Enhancing Technologies?

«Privacy Enhancing Technologies (PET)
are a coherent system of ICT measures
that protects privacy [...]
by eliminating or reducing personal data or
by preventing unnecessary and/or
undesired processing of personal data;
all without losing the functionality
of the data system.»

Borking / Raab (2001)

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Datenschutzfreundliche Techniken

¢ D.h. datenschutzgerechte und datenschutz/érdernde Technik

e Begriffe:

= Privacy Enhancing Technologies (PET):
datenschutzférdernde Technik

= Systemdatenschutz:
Datenschutz eingebaut in Technik und Verfahren

= Selbstdatenschutz:
Steuerung/Kontrolle durch den Nutzer (iber seinen
Datenschutz

= Mehrseitige Sicherheit:
Alle Parteien formulieren ihre Schutzziele
und setzen sie (gem. Aushandlungsergebnis) durch

13th Symposium on Privacy and Security
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Grundsatze fir datenschutzfordernde Technik

Ziel; soweit méglich: Sicherheit der
/ vorhandenen Daten

Transparenz fiir
den Betroffenen

Datenvermeidung /
Datensparsamkeit

Steuerung durch
Qualitats- den Betroffenen

sicherung \_/

13th Symposium on Privacy and Security
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Heutige und
kiinftige
Datenschutz-
technik

Credits: http://www.logodesigr; m/stockphoto/
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1) Datensparsamkeit

e Fir personenbezogene Daten minimieren:
= Erfassungsmdglichkeit
= Erfassung
= Verwendungsmdglichkeit
= Verwendung

o Datensparsamkeit ~ Erforderlichkeit + Zweckbindung
auch fir die Gestaltung technischer Systeme

¢ Datenvermeidung: maximale Datensparsamkeit

e Verfahren zu Anonymitat und Pseudonymitat
zur Nutzung und Bezahlung von Diensten

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

«Privacy-Modus» im Browser

X

¥)Privacy feature in TE8 leaks private data - Network World - Mozilla Firefox (=] 3] Datenspa rsam kelt
Datei Bsatbsiten Ansicht  Chronk  Lesszsichen Extras  Hife . .
<j| im Browser:

NETwoan“nln Mews | Blogs & Columns | Clear Choice Tests | Videos | Everts | Mc ° Kein Eintrag in HiStory,

Formular- und

Security | LANs & WANs | VolP | Net Management | Wireless = Software = Data Center = SMB

Passwortspeicher
ance | Fin M| A Se Clear Choice IT B
e Keine Speicherung von
Privacy feature in IE8 leaks private data URLs und Suchanfragen

By Brenna de Winter , 105 News Serice , 05232008

e Loschen der temporadren

S sharerEmail 552 Comments () Print

Daten
HALRLEM, NETHERLANDS - & privacy feature built into the second beta version of Microsoft's Internet Explorer 8§
brovwser isn't as private 85 advertised. ° Verbesse rtes
The InPrivate Browsing festure in Microsofi's latest browser is designed to delste & user's browsing history and other COOkIe_Ma nagement

personal data that is gethered and stored during regular brovesing sessions. The festure is commenly referred to as ‘porm
mode' for it ability 1o hide which websites have been visited from nosy spouses or smployers

Forensic experts however found i rivial to retrieve the history, sccording to & test by Wsbwereld, an IDG affiiate in the
Metherlands, and Fox T, & Dutch firm specializing in T security and forensic research

"The privacy option in this beta is mainly cosmetic. For a forensic investioator, retrieving the browsing history should be
regarded s peanuts,” said Christisn Prickaerts, forensic IT expert with Fox IT _'Ll
3

4] |

13th Symposium on Privacy and Security
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Cookie-Management mal anders:
CookieCooker

e Nutzer tauschen

# of faked cookies

| 155

= Nicht unbedingt
datensparsam!

. - - =

Cookies untereinander }- - CookieC ooker .
b sites visited 4

aus b [ akamai.net

e Resultat: L | doubleclick.com

verwischte Profile | gmx.net €A o,

per Cookies SR b
E
B
€
€
-
-

13th Symposium on Privacy and Security
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«Anonymizer»

1 JAP / JonDo L.
. , e Anonymisierer, z.B.
Lty PRVACY NS [ROIYIR oo AN.ON auf Ebene der
Dienste: | (o Amun Pluto Euler || @] potais | IP-Adressen
¥ Anonymitat fiai g Anonymitat

Nutzerzahl: 4 * 5 M?" ® Ein . .

verken: HENENENEEEEE g g _O‘E‘“s * Eine tecf_\r]lsche

Anonymitatsmethode:
» Restvolumen: 209,1 MByte [ 11011 . .
- «Gleichmacherei»

b~ Ubertragene verschliisselte Daten: 84,0 MByte Akthitat:
» Forwarder: []Ein Aktivitit:
() Besuchen Sie unsere Internetseiten! (Hier klicken) Aushlenden L4 Stelgerung :
A [ [ e |[ sssmem ][ & [ = Unbeobachtbarkeit

13th Symposium on Privacy and Security
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Mix-Netz (chaum 1981)

o s
+—’MIX1—€§% MIX 2 .
N A

e Grundidee:

= Nachrichten in einem «Schub» sammeln, umkodieren,
umsortieren, gemeinsam ausgeben

= Alle Nachrichten haben dieselbe Lange
= Mehr als einen Mix verwenden
= Wenigstens ein Mix darf nicht angreifen
o Ziel:
= Unverkettbarkeit von Sender und Empfanger

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Unverkettbare Berechtigungsnachweise
(Chaum 1984 ft,)

Private Credentials
Anderer Name: Minimal Disclosure Tokens

Einsatzbereiche:

= TPM (Trusted Platform Module) 1.2

= PRIME - Privacy and Identity Management for Europe

= Zukiinftig: {PRIME
= Microsoft CardSpace?
» eGov-Projekte?

Ziel:
Kombination von Anonymitat und starker Authentisierung

13th Symposium on Privacy and Security
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Normalfall: Verkettbare Informationen

% Driver's License
/" ‘ D Insurance

%g/
g\
8 Cars

Folie von Jan Camenisch
IBM Research Zirich 13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Datensparsamkeit durch Private Credentials

% Driver's License

Folie von Jan Camenisch

IBM Research Ziirich 13th Symposium on Privacy and Security
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Grundsatze fiir datenschutzfordernde Technik

Sicherheit der
vorhandenen Daten

Datenvermeidung /
Datensparsamkeit

Transparenz fiir
den Betroffenen

organisatorisch

Steuerung durch
Qualitats- den Betroffenen

sicherung \_/

13th Symposium on Privacy and Security

Mot 2) Sicherheit der vorhandenen Daten
lil ¢ Systeme mit feingranularen Zugriffsberechtigungen

(]
ln\ e manipulationssichere Gerate

¢ Kryptographie
= Verschlisselung
= fiir Dateien auf Medien DOCEEBAADAGGOAsaaIDTETY

TdwAyp18+WOFYXTVEXbqOqjoW

= fir Kommunikation in offenen Netzen | nrarozuoscse

Qo)

(]
'nl = (Verbindliche) digitale Signatur | _

e Bedienoberflachen

= __, =H-== g,
=ile == éoéoi

¢ Interaktionskomponenten (z.B. Aushandlung)

13th Symposium on Privacy and Security
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Grundsatze fiir datenschutzfordernde Technik

Sicherheit der
vorhandenen Daten

Datenvermeidung /
Datensparsamkeit

Transparenz fiir
den Betroffenen

Steuerung durch
Qualitats- den Betroffenen

sicherung \_/

13th Symposium on Privacy and Security

organisatorisch

uLpD s www.datenschutzzentrum.de

3) Transparenz fir den Betroffenen

o Ziel:

= Bewusstsein des Betroffenen (iber Verarbeitung seiner
Daten

e Transparenz ...
.. der Intention der Verarbeitung: Privacy Policies

.. der tatsachlichen Datenverarbeitung:

= Dokumentation und Unterrichtung

= Offenlegung von Quellcode / Verfahren
= Evaluation, Zertifizierung, Guitesiegel

13th Symposium on Privacy and Security
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") Data Track

File Edit Settings Passwords  Simulations  Assistance  Help Quick dema
x
Pl Here you can see who knows your dat
Display Info About * Data T}’aC k and get assistance with data e
- -
Beispiel 8 oniu
Search
O Reciever
ol | (search on personal data, reciever, transactions etc,)
{(Data © Preference type @ ! o
(3 Wha have recieved informatian sbout my |Name |

(O Transaction (=Recard)

.
TI‘aCk» m T O What datasbout mehas 5oy v | redieved?

. @ proofs (“Credentials™) () Who have recieved  proofs v. i‘ps‘;udonym v |payment -v.: From me?
PRIME:
Trans- i

Hame Erowise

ktie
-
a tl ons Birthdats Your search returned 10 records
pr otOkOII SThEeh Record Sider | Default order | Chronclngical st | slphahetical list by raceipient | Selected racards

Postcode
! ei Cit: [ Include transactional pseudaryms even if no data have besn sent
Nutzer e
Tel
= Dell =
Mobile -01-19 -01-18 2006-01-20 Mozilla Store
2008-01-25
Fad ; : aelcom mozila.com
John Primeur :
John Frimeur
Credit card i 4 Johniau. s JoAn@kau.se
Bankaccount Mats i

2006-01-01| £ > |2006-00-27

uLpD €= www.datenschutzzentrum.de

Security Breach Notification

e Verpflichtung in

vielen US-Staaten SI*(‘Ul{l'lY (‘l

e Geplant fir EU in ““"

einigen Sektoren

e Ziel: Information der

BetrOﬁ:enen Uber That's not something you want to tell your customers. Which is
why you should care about legislation that determines when you

Sicherheitsvorfalle  havete.

13th Symposium on Privacy and Security
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¢ Information Uber
Sicherheits- &
Datenschutzvorfalle
und Bedrohungen

Implementiert als
RSS-Feed

auswertbar von
Applikationen

www.datenschutzzentrum.de

Beispiel: Security Feed in PRIME

Sofern standardisiert:

ETH Zirich, 9. September 2008
www.privacy-security.ch

fi PRIME Security Feed Reader il
Read the received information. Select one Source
and item. Edit feed related settings. There are

14 unread messages.

Feed Tool

Feed |Common Yulnerahilities and Exposures

-
-

The provider CVE reports a volnerability about the communication partner
httpedwrarw DoubleClack com with category "Other Errors" and with high priority

Identity Theft

On 20th July 2006 hackers tay have accessed all customer data from transactions in
2008, Unauthorized use cannot be excluded. More information at:.

httpdwnaree. cve mitre arg/egi-binfcvename. coitnare=CVE-2004-4

Assumed detection date: 07/20/2006 12:30

Assumed used date: 07/20/2006 12:00

Publication date: 07/20/2006 13:00

CPRIME

||

? Help Claose

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Automatisch auswertbare Privacy Policies

aNutzer

hat 2
Datenschutzanspriiche 3

Anbieter g
formullert sein

;-a Datenschutzkonzept

Eingabe in l

Policy-Generator
oy
formalisien l

P3P: Platform for
Privacy Preferences

Fengurlect & ' P3P-Pokicy
win:ll
bersitgestellt
Anforderung der P3P-Policy ;|
PC 2 r_..
—l Webserver
4 Cllent-Software prift P3P-Policy
...mit B i Bei Ubereinstimmung -
| Browser-Addan / Anforderung der Webseite 1
4 lokalem Proxy
—_GJM-

© 2008 Marit Hansen, ULD SH 14
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About This Site 3
Privacy...

Beispiel: Privacy Bird - == [ == |
(Lorrie Cranor et al.) A =
- - . . - Mowe Bird
e Der «Privacy Bird» prift P3P-Policies. Petr et
. Disable Privacy Bird
e Information des Nutzers
Uber Aussehen und (ZFal (17778 The singing green bird appears
when Privacy Bird determines that a web site's privacy palicy
matches your preferences. If the site contains images or other
Sound des Vogels

embedded content that do not have privacy policies associated with
them, or that have privacy policies that do not match your

- preferences, a red exclamation point will appear next to the notes in
e the bird's song bubble

re (me"2 - @ The angry red bird appears when Privacy Bird
'.m determines that a web site's privacy policy conflicts with your
preferences

#lg™p _N (77 The uncertain vellow bird appears when Privacy

Bird is unable to fetch or read a privacy policy from the weh site you
. are visiting. The policy must be encoded according to the Platform
[E}' F:\L\J for Privacy Preferences (P3P) standard in order for the Privacy Tool
i to fetch it. If the policy contains an error or if it has expired ar is not
walid, the yellow bird will appear. While a web page is loading and

@ m Pr\vécy Birdis inthe process of.lookmg for the accompanying
" privacy policy, the yellow bird will appear to be tuming its head from

side to side

13th Sympos| (zzzz 78 The sleeping gray bird appears when Privacy Bird
has been disabled.

uLD x www.datenschutzzentrum.de
Beispiel: Privacy Policy Icons (mary Rundie 2006)

@ You agree not to use this data for marketing purposes.

You agree not to trade or sell this data.

3 You agree to submit to a third-party audit program on data
\i use; if government has requested access to my data, you
agree to involve my governmental ombudsman.

You agree to make available to me the data that you have
® on me without my having to pay for it/at a minimal charge.

You allow me to address inaccuracies in the data and
request its removal.

You agree to take reasonable steps to keep my data

a
secure.

You agree to arrange with X organization to help resolve
any disputes we have over your treatment of this data.
[The seal / name of the entity follows.]

© 2008 Marit Hansen, ULD SH 15
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Iconset for Data-Privacy Declarations v0.1 (Mehldau 2007)
Lets simple declare what data is how used, stored, given away or deleted.

Contacts, Friends tor friends of friends years

®

Favourites, Interests

for tha tima being

fir Friends, Contacts

Edits

®@®

if you chiase

(onkies

What data? How is my Data handled? For what purpase? For how loag?
( ';
® Usarmame / Real Name delatad ( H Statistics * end of usaga f logout
~
el Name / Adrass @ saved @ Advertisement end of contract
—F
IR Files, Time anonymized Shopping @ timastamg / hours
@ Mailadress ancrypted days
@ (omments, Conversations @ published wieaks
Mails, Messages @ passed on manth
g

Jeomset ,Data-Privacy Icons v0.1" by Matthias Mehldeu wetter @barlin ccc de
Font Yanone Kaffeesatz" by Jan Gemer hitip:Awwwyanane de/
both licensed under Creative Commons Namensnennung 2.0 Deutschland hizp.dcreztivecommuns org/licenses/by/2. 0ide/ [

www.datenschutzzentrum.de

pnset for Data-Privacy Declarations v0.1
ts simple declare what data is how used, stored, given away or de

Whiat data? How is my Data handled? For what purpose?
(]
® lIsamame / Real Name deletad t {!I Statistics
a—
[F==]  feal Name / Adress savad @ Advertisement
N
IF. Files, Tima anonymized Shopping
@ Mailadress ancryptad
@ (ommants, Lonversations @ published

Jeomset ,Data-Privacy Icons v0.1" by Matthias Mehldeu wetter @barlin ccc de
Font Yanone Kaffeesatz" by Jan Gemer hitip:Awwwyanane de/
both licensed under Creative Commons Namensnennung 2.0 Deutschland hizp.dcreztivecommuns org/licenses/by/2. 0ide/ [

© 2008 Marit Hansen, ULD SH 16
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Auswertung von White Lists und Black Lists

e Nutzer muss selbst Filter seines Vertrauens vorgeben

Schwarze Liste einer §:ZTs [ 107 Pk

schwedischen
Verbraucherschutz-
Organisation:

Logga in: Prenumeranter | 24 immar

Till startsidan

Tester » Ny sokning
Swarta listan
M&rkningar
Klagoguide

R&d & Rén bilagor
Lankar

Datenschutz-Glitesiegel Bestl

Om R&d & Ron

saktraffar:

AB Kurt Alund Bilaffar i Lidingd, Lidings,

Adriatic Buss AB, Norrkdping, Foretaget har upphart,
AH Partner AB, Stockholm, Antal drenden: 2.

Air France, Stockholm, Delvis rattelse

Allti Dack o Falg i Rled, fled,

Nésta nummer Almedals Flyttexpress, Milndal, Arendet har gitt vidare till tingsratt.

in Abwandlung fir

vanliga frigor

White Lists denkbar:

Amazonas Travel, Stockholm,
Anna's Bil & Maskin aljning K

Foretaget har upphart,

Annelévs Husbilsimport AB, Liddekdpinge, Foretaget har upphdrt,
Autohaus, Helsingborg, Arendet har gdtt vidare till tingsratt, Parterna
farlikades | tingsratt. Fretaget har tidigare farekommit pa R3d & Réns svarta
lista,

Autopoint i Lund AB, Lund, Arendet har g8t vidare till tingsratt,
Autos i Orebro, Orebro,
ing i Luled AB,
Badrumsbutiken, Taby ,
Benny Toftling, Fellingsbro,
Bentour International AB, Stockholm, &nge, Firetaget har upphirt.
antal srenden: 5,
Bergsviks Sko- och Nyckelservice, Karlstad,

GE BORT EN
PRENUMERATION

13th Symposium on Privacy and Security

& www.datenschutzzentrum.de

Gruhdsé'tze fiir datenschutzfordernde Technik

Sicherheit der
vorhandenen Daten

Datenvermeidung / Transparenz fiir

Datensparsamkeit den Betroffenen
organisatorisch
Steuerung durch
Qualitats- den Betroffenen
sicherung

13th Symposium on Privacy and Security
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QBelspleI iJournal (Plug-m fiir Mozilla)
(Tournal2 Diatog N .

Attention! You are sending personal data to a domain!!!
TIleDnmi.ul_rlusﬁelPZ]'?‘IZ 195.164 and is located in Germany DE.

‘What will be send now and what has happend before
[ Personal data which will be send to the domain ~Personal data known by domamn ——————————
name first: max [+] max
name.last: mustennann mustelman
business.companyname: ito = | Vs
home.postalcode prefix: 64283
home.city: Darmstadt IE_!
¢ Desicion and Warnings
Make a decision for this domain | Warnings
O Alert me every time There is NO P3P-Policy! The domam mnderlies no P3P restictions
O Never alert me which could protect your privacy
(@ Alert me f T change data
Sobald jJournal personenbezogene Daten
in der Ejngabe des Nutzers erkennt, zeigt es
Informa fnen-ubepdenﬁzavmer—und—wa j rtet

auf eine Bestétiqung. (o ) (Ganeal | “

PP B  seispicl:

«A Toolkit for Usable Security Freiburg»

'SPP Sicherheit - PDA7.2 ‘ID-Manager: Identitdt wechseln

Ansicht Einstellungen Info Die Anwendung "Geldbérse” hat
fol d dnliche Dat

| Verflighare Anwendungen |J_—| == & B P farders oM

ID-Manager angefordert:
al e g
f Er 3 Lﬂz

Worname:  Wilhelm
Machname: Wweber

Srrasse: Kennedyallee 40
Adressen  Aufgaben  Browser PLZ: 33170
Ot Bonn
0 - Kontonu... 123 456 7
& Q@ ﬁ BLZ: 100 000 00
. Bank: Geldinstitut Bonn

E-Ticket Geldbirse Kalender
g [ i Die rot markierten Daten werden
@ i jedoch von der aktuellen Identitdt

geschiitzt.
Motepad Motizen Rechner
Weiter...
Waii W (s sl
Startlg Annnym—lDlﬁ 'R 10:50 Startlg Anonym—lDlﬁI

13th Symposium on Privacy and Security
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im Vorfeld: Steuerung

* ... der Hergabe eigener
Daten:

— Bestimmung des
Personenbezugs
(Pseudonymitit,
Datenumfang)

— Formulierung

— Aushandlung

* ...der Anforderungen an
die Verwendung:
— Bedingungen wie
Zweck, Dauer,
Gegenleistung

www.datenschutzzentrum.de

4) Steuerung durch den Betroffenen

ETH Zirich, 9. September 2008
www.privacy-security.ch

13th Symposium on Privacy and Security

Often incident-driven or initiated by
an alert function within the IMS.
.

Searching in
local Data Track

Further
information
desired?

Yes

Y Necessary: accurate address of data controller; authentication

__ of user for (pseudonymous) partial identity used in the specific
sg:gi‘g'g"'r‘gqi:‘; context; possibly supplementary details to refine request.

to data controller

This may also be a third party as
recipient of the personal data.

Compiling and Answer within
sending reminder appropriate time'
No
Yo

Meaning: fair treatment from l

the individual's perspective? y :
Compiling and sending

(0 SUpe Y
authority (e.g., DPA)

Further desire
(e.g., clarification,
rectification
or erasure)?

C.’C'imulatitnns Assistance Help
N g

- Data Track

e e—

Rechtewahr-
nehmung
unterstiitzen:
Angebot der
Online-Auskunft

0

Here you can see who knows your data
and get assistance with data correction or remowval

© 2008 Marit Hansen, ULD SH
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Grundsatze fir datenschutzfordernde Technik

Sicherheit der
vorhandenen Daten

Transparenz fiir
den Betroffenen

Datenvermeidung /
Datensparsamkeit

organisatorisch

Steuerung durch
Qualitats- den Betroffenen

sicherung

13th Symposium on Privacy and Security

uLpD s www.datenschutzzentrum.de

Aktuelles Beispiel:
Viren in einer NASA-Raumstation

¥ virus Infects Space Station Laptops (Again) | Threat Level from Wired.com - Mozi - |EI|5| |

Virus Infects Space Station Laptops (Again)

Ey Ryan Singel August 20, 2008 | 2:22:55 PM Categories: Hacks

"Thiz iz net the first time we have had a wormm or
avirus," NASA spokesman Kelly Humphries
said. "Tt's not a frequent cccurrence, but this
isn't the first time."

MNASA declined to name the virus, but
SpaceRef.com, which broke the story, reportad
that the worm was Waz. Gammima. AG worm -- a
worm first detected in August zoo7 that installs
software that steals credentials for online games.

"Ewerything is scanned before it goes up, s it's an indirect connection," Humphries said.

mrmission critical systems are connected to the same network as these kinds of laptops?

W even if T did, I wouldn't be able to tell you for IT security reasons," Humphries said

© 2008 Marit Hansen, ULD SH 20
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5) Qualitatssicherung

In der Vergangenheit
rein organisatorisch
verstanden, aber
Technik kann hier
unterstutzen:

= Protokollierung

» Implementieren von
«Prifpunkten» flr
interne / externe DSBs

= Policy-Enforcement

13th Symposium on Privacy and Security

www.datenschutzzentrum.de
Sticky Policies

e Policy wird an Daten «geklebt» und ausgewertet
e Fir Policy: standardisierte Datenschutzmanagementsprache

Actual data stored in the data repository

Privacy “Control” Encrypted

Policy Personal Data

Encrypted with TPS Public Key: TPS: Trusted

+ Symmetric key used to Privacy Service
encrypt personal data

* Hash of privacy policy

Folie von Marco Casassa Mont
Hewlett-Packard Lab Bristol

© 2008 Marit Hansen, ULD SH
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Art. 8 EU Directive: The processing of special categories of data
= (1) Member States shall prohibit the processing of personal data revealing
racial or ethnic origin, political opinions, religious or philosophical beliefs,
trade-union membership, and the processing of data concerning health or
sex life.

= (2) Paragraph 1 shall not apply where:
a) the data subject has given his explicit consent to the processing of those data,
except where the laws of the Member State provide that the prohibition referred
to in paragraph 1 may not be lifted by the data subject's giving his consent; or

b) processing is necessary for the purposes of carrying out the obligations and specific
rights of the controller in the field of employment law in so far as it is authorized by national
law providing for adequate safeguards; or

) processing is necessary to protect the vital interests of the data subject or of another person where
the data subject is physically or legally incapable of giving his consent; or

d) processing is carried out in the course of its legitimate activities with appropriate guarantees by a foundation,
association or any other non-profit-seeking body with a political, philosophical, religious or trade-union aim and on
condition that the processing relates solely to the members of the body or to persons who have regular contact with it in
connection with its purposes and that the data are not disclosed to a third party without the consent of the data subjects;
or

e) the processing relates to data which are manifestly made public by the data subject or is necessary for the
establishment, exercise or defence of legal claims.

n (3) . 13th Symposium on Privacy and Security

www.datenschutzzentrum.de

Fazit

13th Symposium on Privacy and Security
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Fazit (1/2)

Datenschutz und Datenschutztechnik ...

e ... sind Teil diverser Spannungsfelder, z.B. in Bezug auf
= «naive» Informatikkonzepte und -implementierungen,

Bequemlichkeit, Unwissenheit und Unmundigkeit,

datenschutzfeindliche Business-Modelle,

innere Sicherheit.

e ... wirken aufgepfropft schlechter als integriert, besonders
was Infrastrukturen betrifft.

e ... sind heutzutage zu komplex.

13th Symposium on Privacy and Security
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Fazit (2/2)
Datenschutztechniken ... ~PRIME
ﬁw&k ( :
e ... sind im «Labor» schon weit konzipiert.
Der massenhafte Einsatz fehlt aber. éprimem‘e

e ... profitieren von Anreizen fir besseren Datenschutz und
Sanktionen flr einen schlechten.

e ... sind in ihren Wechselwirkungen noch unerforscht.

= Trend zu starker ausgereifter, einfacher bedienbarer
und besser integrierter Datenschutztechnik

13th Symposium on Privacy and Security
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Vielen Dank fir Thre Aufmerksambkeit!
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